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IDSA as reliable base for data spaces

The magic triangle

Portfolio of open 

source building blocks

1
Certification 

Scheme1

IDS Reference 

Architecture

1

» Guarantee 

interoperability in data 

spaces and between 

data spaces

» Holistic governance to 

run data spaces

» Reliable foundation for 

commercial offerings 

(including clear lifecycle, 

change management, 

versioning)

» Ensure trust in data 

spaces

TRUST

IDSA 

Rulebook

Bring IDS in 

commercial set-ups

Blueprint for data spaces 

with detailed specifications

3rd party conformity 

allows for an informed 

decision about the 

trustworthiness of 

partners and components 

in a data space

How to implement 

IDS in the real world



IDS Certification
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Where participants share one common trust framework

Trustworthy data sharing via data spaces

» A data space is the sum of 

all data end points that are 

able to share data

» Participants in a data space 

can trust each other as they 

adhere to a shared trust 

framework
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The role of the IDS Connector in data sharing

Creating a foundation of trust

» This common trust framework 

specifies that everyone must use a 

designated data end point: the IDS 

Connector

» To make sure that each IDS 

Connector behaves as it should, it is 

certified against security criteria and 

so is any participant in data sharing

» On this basis of trust all participants 

can start sharing their valuable data



IDS Certification defines 156 security criteria 
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Meeting these criteria proves that data spaces are built the way they should be

Combining the proven with the innovative

Adopted security 
criteria

» ISO/IEC 27001 – the 

international standard 

on how to manage 

information security

» IEC 62443 – 

cybersecurity for 

operational technology 

in automation and 

control systems

Implemented security 
criteria

» CSA Cloud Controls 

Matrix 3.01 

» C5 (Cloud Computing 

Compliance Criteria 

Catalogue) – the cloud 

computing IT-Security 

standard in Germany

» BSI IT base 

protection 

» BSI SaaS security 

profiles

IDS-specific 
criteria

» Data usage control

» Communication 

security

» Information model

» Identity    

management

» Broker and             

app store     

integration

» Audit logging

IDS criteria catalogues

https://internationaldataspaces.org/publications/white-papers/


Make the grade! 

How to do IDS Certification
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Component Certification & Operational Environment Certification

Two complementary types of IDS Certification

IDS Component Certification

Here we evaluate and certify the core 

components of IDS. 

Do they provide the required 

functionality and security?

IDS Operational Environment 
Certification

This evaluation provides an assessment 

of the trustworthiness of the physical 

environment, processes, and 

organizational rules.
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Self-assessment Checklist Approach and external Concept Review

Two assessments for component certification

Component certification

Different companies and organizations 

have different data sharing needs, 

timelines, and budgets. 

For that reason, IDS Certification offers 

two types of assessments: 

- the straightforward Assurance Level 

1 Checklist Approach 

- and the more comprehensive 

Assurance Level 2 Concept Review

Assurance Level 1

(Checklist Approach)
Assurance Level 2 

(Concept Review)

» Checklist self-

assessment and 

automated 

interoperability testing

» Data space 

interoperability

» External concept 

review, including 

functional and security 

testing



Fill in the IDS questionnaire on the IDS certification portal

Assurance level 1: Checklist Approach
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Self-assessment certification

» is a simple and easy-to-use way to 

achieve IDS certification

» reflects a proven simplified 

approach to the IDS certification

The IDS certification portal

» Gives access to questionnaire

» Is an upload platform for log files 

from automated testing



Third-party evaluation of IDS components

Assurance level 2: Concept Review
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The evaluation for the IDS certification 

assurance level 2 is performed by 

independent third parties, the IDS 

evaluation facilities

Receiving the third-party IDS certificate 

demonstrates:

» comprehensive reviews and testing

» independent validation

» credibility by data sharing partners
Begoña Laibarra

Director of SQS

blaibarra@sqs.es 

All IDS evaluation facilities must go through 

an extensive approval process for added 

security.

More evaluation 

facilities to come

mailto:blaibarra@sqs.es
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One type of assessment for the IDS Operational Environment Certification

Self-assessment for the operational environment

Operational Environment 
Certification

The Self-assessment Certification of 

the operational environment covers 

basic requirements for taking part in 

IDS.

This allows smaller companies to clear 

the first hurdle to IDS Certification and 

try out data spaces participation.

Assurance Level 1

(Self-assessment)

» Entry into data sharing

» Prepared by yourself

» Focusses on basic but 

efficient, non-

bureaucratic processes



Test your IDS Connector in the IDS Reference Testbed 

Preparation: testing

IDS Certification 13

IDS reference testbed on GitHub

The IDS reference testbed is an 

open-source setup with IDS 

components for testing IDS 

Connectors on their:

» interoperability with IDS 

components

» compatibility with the IDS 

reference architecture

https://github.com/International-Data-Spaces-Association/IDS-testbed


More information

IDS Certification

IDSA 

homepage

IDS reference

testbed 

repository on 

GitHub

IDS certification 

criteria 

catalogues for 

components 

Framework for 

the IDS 

certification 

scheme

IDSA homepage IDS reference testbed Certification criteria Certification scheme
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https://internationaldataspaces.org/use/certification/
https://github.com/International-Data-Spaces-Association/IDS-testbed
https://internationaldataspaces.org/publications/white-papers/
https://internationaldataspaces.org/wp-content/uploads/dlm_uploads/IDSA-White-Paper-certification-scheme-V.2.pdf
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